Server Management

1. Outline for today:

a) Familiarize yourself with MMC

b) Disable Last Logged On User Name

c) Use the Administration Web Site in IIS.

d) Create a new web subdirectory and manipulate its properties

e) Create a new subdirectory with limited access.

f) Work on your own web pages.

g) Look at classmates web pages

2. Familiarize yourself with MMC

a) Create a customized MMC.

b) Start/Run/mmc. This creates an empty MMC.

c) Add IIS and Local User Accounts. Note each server type.

d) Customize the settings (expand the sub window to full size), and resize windows etc.

e) Save the customized MMC to the desktop with a personalized name. (Console/Save as).

f) Go through MMC Properties – IIS, Default Website, subdirectories & files. Change performance tuning <10,000 hits. 

g) Create a virtual subdirectory. Try it out in your browser.

h) Use MMC to stop/start/pause web server.

i) Check it out with your browser

j) Disable Last Logged On User Name by adding Group Policy to MMC then follow instructions on IS 4506 Home Page for Logon security. (Restart computer later)

k) Exit MMC without saving.

3. Use Remote Administrator

a) Startup MMC. Make sure it is running on your machine

b) Click on your machine name.

c) Check that the Administration Website is running and note its port number. 

d) In the MMC, right click on the Administrative Web site then select properties.

e) It uses a virtual directory. Note the Local path location in the Home Directory Path. (This is important for permissions).

f) Look at the different tabs for general info.

g) Go to Directory Security Tab. Click the Anonymous access and authentication control button. Notice the Anonymous access is unchecked and only Integrated Windows Authentication is checked. This means only an IE browser can connect and the user must have permissions.

h) Click IP address security Edit button. Notice only 127.0.0.1 has access.

i) Select the new IP restrictions you want. Either add one other IP address or grant anyone access to everyone via the radio button.

j) Go to the Windows Explorer and checkout the NTFS permissions of the actual home directory. Make sure only users with Administrative permissions have access.

k) Move to another PC that you have given IP authorization and log on to your Admin web site and start and stop default web server. Make sure to remember to enter your IP address and the correct port number for your Admin Server in the URL. (i.e. http://131.120.50.20:8080) 

4. Work with a new web subdirectory

a) Create a new web subdirectory: D:\InetPub\wwwroot\is4506. 

b) Use FrontPage 2000 to create the subdirectory and a new web.

1) File/New/Web/Empty Web.

2) In the location window specify “D:\Inetpub\wwwroot\is4506” or http://computername/is4506
3) OK – a new subdirectory will be created.

c) Create a new html page for it, put anything in it and save it as new.htm.

d) Create another file with a couple words in it. Then save it with File/Save As. Make sure you select the drop down menu then save as type “All Files (*.*) then enter the file name “junk.txt”.

e) In MMC under Default Web Site select is4506. Right click, go to properties, and click on the Directory Tab, click on Allow Directory Browsing then click on the “Apply” button.

f) Use the web browser to go the new directory: “IP address/is4506” Click on junk.txt. 

g) Go back into FrontPage2000 and rename new.htm to index.htm

h) Use the web browser to go back to “IP address/is4506” and refresh browser.

5. Reemphasize log files. D:\WINNT\System32\LogFiles

6. Optional & advanced: Create a password-protected subdirectory.

a) In Windows Explorer, select D:\Inetpub\wwwroot\is4506. Right click/Properties/Security Tab/Permissions/Remove IUSR-computername. & Everyone. Add is4506 – give read permission.

b) Restart browser to remove cached pages.

c) Go to “IP address/is4506/new.htm”. 

d) Use is4506 ID and password.

7. Spend the rest of the lab working on your own web page. This is good opportunity to use FrontPage2000. Look at each other's web pages. I will look at all of them.

8. Remember you can view a web page by its IP address or the computer name (Find in Network Neighborhood). Vote for the best one!

