Security Lab Notes

The purpose of this lab is to familiarize students with IIS and NTFS properties that restrict user access and manipulation of web files. Specifically, the student will learn how to:

1. Set NTFS file and directory permissions to restrict user access to web files.

2. Set NTFS inheritable properties to allow the child to have independent permission settings.

3. Set NTFS file permissions independently from NTFS directory permissions.  

4. Set NTFS inheritable properties to force child objects to inherit parent permissions.

5. Set IIS properties to restrict user access to files and directories by user IP address.

6. Set IIS properties to restrict anonymous access and require encrypted password access to files and directories. 

7. Determine user restrictions when both IIS and NTFS permissions are set. 

8. Review Log Files to determine what IP addresses and what users have been accessing or attempting to access the web sites web pages. 

First, ensure the default web site’s home directory is in its default state:

1. In Windows Explorer go to D:\Inetpub\wwwroot, right click properties, then Security Tab/Permissions. Make sure Administrators have Full Control and that IUSR and IS4506 have Read & Execute, List and Read permissions. Delete all other users and groups.

2. In MMC check that the default web site tabs are back to the default settings

a) Port 80 – No Host Headers

b) Home Directory C:\Inetpub\wwwroot – Read permission only. 

c) Scripting only allowed

d) Documents – index.htm included and first.

e) Anonymous and Integrated Windows authentication set

f) IP address restrictions – Everyone granted

3. Attempt to connect to your site anonymously using your IP address (Don’t use localhost or 127.0.0.1 because they bypass security restrictions).

4. Attempt to contact several other student sites. Check if everyone OK.

5. All sites should be set up with IUSR allowed to read and execute D:\Inetpub\wwwroot

Set NTFS file and directory permissions to restrict user access to web files. Set NTFS inheritable properties to allow the child to have independent permission settings.

1. Create a subdirectory “D:\Inetpub\wwwroot\restricted” using Windows explorer or FrontPage 2000 (File/New/Web then “http://IPAddress/restricted”).

2. Go to Windows Explorer and check the permissions for the restricted directory. They should be the same as for wwwroot. The “Allow inheritable” checkbox should be checked.

3. Now disallow IUSR access to this subdirectory and all of its files by deleting IUSR from the permissions list (If you attempt to delete IUSR at this point a warning screen will indicate that the option for inheriting permissions must be tuned off).

4. Uncheck the “Allow inheritable permissions from parent” checkbox then click copy on the security box is displayed. Now you can remove IUSR.  The restricted subdirectory will not inherit any permission changes by wwwroot.

5. Go to the MMC and find the new directory. Make sure that under the Documents tab, index.htm is included.

6. Save an HTML file named index.htm which says “Restricted use page” to the new restricted subdirectory. 

7. Make sure that the new file has the same NTFS permissions as the directory. Go to Windows Explorer and check the security permissions for the file.

8. With the present settings only Administrators and IS4506 should be able to access this new directory because IUSR does not have permission. Try it by using http://IP/restricted for your site and others in the class.

Set NTFS file permissions independently from NTFS directory permissions. 

1. Save a new HTML file named open.htm which says “Open to IUSR” to the D:\Inetpub\wwwroot\restricted” subdirectory. 

2. Go to Windows Explore and check its security permissions. Add IUSR to the list. 

3. Note: When trying new pages it is a good idea to close and restart your browser so that old security permission tokens are not remembered and the web page you are requesting is not in the browser cache. Sometimes you may even need to delete all of temporary Internet files from the browser. (In Internet Explorer go to Tools/Internet Options/Delete Files). 

4. Go to http://IP/restricted/open.htm. Does it require a password? 

5. Note: When deleting a user, the “Allow inheritable permissions from parent” checkbox should be unchecked. When adding a user, it doesn’t matter if the checkbox is checked or not.

Set NTFS inheritable properties to force child objects to inherit parent permissions.

1. A parent can reset child directories and files to the same permissions as the parent. Note that this is a reset action. Any actions after this are independent of the parent if the “Allow inheritable permissions from parent” checkbox is unchecked.

2. Go to the security permissions for the subdirectory “D:\Inetpub\wwwroot\restricted” using Windows explorer.

3. Click the Advanced button and then check the checkbox that says “Reset permissions on all child objects ...”

4. Now check the security permissions for the file “D:\Inetpub\wwwroot\restricted\open.htm”. Does IUSR still have permissions?

Set IIS properties to restrict user access to files and directories by user IP address.

1. Create a subdirectory “D:\Inetpub\wwwroot\iisrestricted” using Windows explorer or FrontPage 2000 (File/New/Web then “http://IPAddress/iisrestricted”).

2. Go to Windows Explorer and check the permissions for the iisrestricted directory. They should be the same as for wwwroot. The Allow inheritable checkbox should be checked.

3. Go to the MMC and find the new directory. Make sure that under the Documents tab, index.htm is included.

4. Save an HTML file named index.htm which says “IIS Restricted use page” to the new restricted subdirectory. 

5. Make sure that the new file has the same NTFS permissions as the directory. Go to Windows Explorer and check the security permissions for the file.

6. Anyone should be able to access this web page because IUSR has read permissions. Try it by using http://IP/iisrestricted for your site and others in the class.

7. Create an ip.htm page in the iisrestricted subdirectory which says “Restricted by IP address”. Make sure that IUSR has Read permissions. 

8. Now go to the MMC and right click ip.htm select properties, the file security tab and then the IP address restrictions. Disallow only your neighbor’s IP address permission to access ip.htm by using the IP restriction (Use the Granted access radio button). Have your neighbor attempt to access the ip.htm web page. Can they? What error message do they receive?

9. Reset the IP restriction to allow only your neighbor to access the ip.htm web page. (Hint: Use the Denied Access radio button). Try another computer to check it out.

Set IIS properties to restrict anonymous access and require encrypted password access to files and directories.

1. Create a password.htm web page in the “D:\Inetpub\wwwroot\iisrestricted” subdirectory. Make sure that the NTFS IUSR account has Read access.  

2. In the MMC go to that file, right click properties and go to the File Security Tab.. Uncheck the Anonymous checkbox. Make sure Basic authentication is unchecked but keep the Integrated Windows authentication checked. 

3. Attempt to access the page at http://IP/iisrestricted/password.htm
4. Does the page require an ID/password to access? Which ID/password works?

5. Note: With Basic authentication unchecked, only Internet Explorer can be used to authenticate your ID/password.

6. IIS restrictions work for directories and files as do NTFS permissions.

7. Can you find an IIS property that restricts everyone from reading all web pages?

Determine user restrictions when both IIS and NTFS permissions are set.
1. The rule is that the most restrictive permission wins! Whether it is IIS or NTFS the most restrictive permission setting wins.

2. The exercises above show that: when NTFS is wide open, IIS can be restrictive and when IIS is wide open, NTFS can be restrictive. 

3. Complications arise when both IIS and NTFS offer restrictions. If a web page is unreachable and both offer restrictions, any property from either can be the culprit. 

4. When troubleshooting, make sure that inheritance is checked closely and the cache is emptied in the browser. 

Review Log Files to determine what IP addresses and what users have been accessing or attempting to access the web sites web pages.

1. Check out your log files.

2. With Notepad view D:\WINNT40\system32\LogFiles\W3SVC1.

3. Check out what is in the file for today. See what IP addresses have attempted to connect your servers and FTP site.
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