FTP Lab
1. Win2K Server and Win2K Workstation both have FTP Server capability. In Win2K Professional you must go to custom install to select it.

2. Ensure the default FTP server is running by going to MMC.

3. Check the Home Directory Property Sheet. Check the setting for read and write permissions. Should be read only.

4. Check out the location of the Home Directory. Should be C:\Inetpub\ftproot 

5. Check out Security Accounts Property Sheet. Anonymous access. Anonymous only.

6. Go to Windows Explorer. Look at Home Directory.  See what NTFS permissions are set. IUSR should have Read permissions only.

7. Copy a file into the default FTP directory (yourname.txt)

8. Download WS_FTP from the Software Downloads section of our IS 4506 Home Page.

9. Start up WS_FTP and create a new Profile Name.

10. Name it whatever you like

11. Host name - your IP address

12. Host type - automatic Selection

13. Click anonymous connection

14. Click on Save or Apply (whichever you have)

15. Open up connection to your FTP server.

16. WS_FTP works better if you maximize it.

17. Try to download and upload files. (should only be able to download)

18. In Windows Explorer create a new subdirectory C:\InetPub\ftproot\upload. 

19. Let IUSR have read and add permissions. Upload and Download.

20. Go back into NT Explorer and take out IUSR and allow IS4506 user read and add. Now only specific users can connect to the upload directory.

21. Check it out with anonymous and student access with WS_FTP

22. To allow IUSR only upload and no download use the Special Directory Access dropdown in NTFS. Check only the Read & Write checkboxes. Now select the Special File Access dropdown and check only the Write checkbox. Note: whoever uploads a file has full control over it so they can delete, upload and download it but not other files uploaded by other users.

23. Try the above using IE. The URL should be ftp://Ipaddress for anonymous and ftp://Ipaddress:Port# for virtual ftp site. Works will anonymous user. Note difference with NTFS protected subdirectory.

24. In MMC create a virtual FTP site using C:\InetPub\ftproot as the home directory. Right click on the computer name or the Default FTP Site, select new and follow the wizard’s instructions. Use your current IP address and Port number 2121. Allow read only access.

25. Check out Security Accounts Property Sheet. Anonymous access. Anonymous only.

26. With WS_FTP connect to this new site. (Remember the new port number)

27. In your Virtual FTP Site create a virtual directory that points to C:\InetPub\wwwroot. Name it anything you want. Allow read and write.

28. Security Accounts Property Sheet. Uncheck Anonymous Access

29. In Win2K Explorer make sure that IUSR has only Read and Execute not Write permissions. Allow only Administrators and IS4506 permission to read or write.

30. Connect with WS_FTP. You can use this to remotely modify your web pages.

31. This creates a potential security breach.

32. I recommend creating a virtual FTP Site that has wwwroot as a virtual directory and read and write permissions. Don’t let anonymous access. Create a user that has access to only the wwwroot subdirectory in case the ID/Password is compromised. 

33. On your public site have only anonymous read no virtual subdirectories.

