IS 4506 Intro Lab

1. Shutdown your computer. Let PC off long enough to make sure hard drive has spooled down. Click on button two then restart. Select IS4506 when asked which class to boot. 

Note:  When the lab is finished make sure that you shutdown your PC all the way. Then click on green button one. If you don’t someone else may be confused or they may try to use your H/D.

2. Logon with the class ID and Password

3. Familiarize yourself with the computers specifications and all the applications on the hard drive including the DVD–RW software.

4. Check the name and workgroup of your computer. Right click on “My Computer”, select properties and click on the network identification tab. Check out the full computer name and workgroup. Change the computer name and the workgroup name by clicking on the Properties button and then changing the computer name to I250-station# and the workgroup name to “IS4506”. OK/OK.

5. Check out the users and their rights. Right click on My Computer and select “Manage”. Expand “Local users and Groups”. Click on Users.

6. Note the users: Guest (blocked), is4506 and zolla.

7. Add a new user with administrator rights for the students. This will be their ID/password. 

8. Right click on Users and select “New User”. Fill out the textboxes and unclick “User must change password at next logon and select “Password never expires.” Click on create.

9. Now add the new student user to the “Administrators” group. Double click on the new user name. Select the “Member of” tab then click on the Add button. Select Administrators then the Add button then OK/OK.

10. Note these accounts are local not domain accounts.  

11. Change the IS4506 user to be part of the users group. Double click IS 4506, select the member of tab and remove Administrators. Make sure to leave IS4506 as a user. 

12. We will learn how to remove the last ID from the login screen during a later lab. 

13. NTFS Security - Go to explorer, select C: drive then right click properties, click on the security tab. Add Administrators and give them Full Control. Discuss changing "Everyone" from Full Control to Read and Execute. Discuss the .Net Server defaults. 

14. Security for the IIS server. Discuss the best way to secure a server:

a) Physically detached from Internet.

b) Put it between Internet connection and before the firewall.

c) Put it behind firewall in its own domain or workgroup with IP & port filtering.

d) Put it behind firewall as part of Domain with IP and port filtering. 

15. The server is a stand-alone server. Best configuration for the IIS machine is as a stand-alone server with local users. These users don’t have access to the organizational domain. 

16. PC initially installed with DHCP selected. Need to give each PC its own static IP. Display the list of workstation IP addresses by clicking on the computer icon on the IS 4506 homepage. Use the standard ID/Password.

(a) Right click Network Neighborhood/Select properties.

(b) Right click Local Area Connection /Select properties

(c) Select TCP/IP

(d) Click on the Properties button

(e) Click on the radio button “Use the following IP addresses”

(f) IP Address:

1) I-250: 131.120.42.225-244 & 131.120.43.62-68

(g) Subnet mask: 255.255.252.0

(h) Default Gateway: 131.120.40.1

(i) Click on the radio button “Use the following DNS server addresses”

(j) For the preferred enter Add 131.120.18.41

(k) For the alternate enter 131.120.18.40

(l) Click on Advanced button then select the WINS Tab

(m) Add: 131.120.18. 41 & 131.120.18.40

(n) OK, OK, OK.

17. Configure the Internet connection method by clicking on the desktop icon of the large arrow. Go through the wizard selecting the radio buttons that chose the LAN as your Internet connection. Do not set up your email account at this time. 

18. Change the License: Start/Settings/Control Panel/Licensing. Click on Add Licenses. Want to add Per Server Licenses so that everyone in class can connect simultaneously to your computer. Add 25 Licenses Ok/OK.  

19. Spend some time reviewing your Win2K server. Look at computer management (right click My Computer then select mange) then click on local users. See what accounts are there. Look at windows explorer and see who has permissions and what they are on all the subdirectories. 

20. You may customize your desktop with any icons you want. You can install whatever applications you need for the course.

21. Discuss how to create an “H” drive.

a. Right Click the My Computer Icon on the Desktop

b. Select “Map Network Drive”

c. Drive “H”

d. Folder “\\falcon\userid$ (student folder address)

e. Click on connect using a different user name.

f. Username: “npgs\userid” (npgs\student npgs username)

g. Password: student npgs NT password 

22. Use the Lab printer notes hyperlink on the IS 4506 Home Page to connect to I-250 printer.

23. Use the Exchange Notes hyperlink on the IS 4506 Homepage to connect Outlook to the NPS Exchange mail server. 

