IS 4506 Introduction/Security

1. Welcome to IS 4506 - Client/Server Systems

2. Introduce myself – IS lecturer, PhD student, retired Captain RIO.

3. Take roll. 

4. Take pictures of students.

5. Introduce the course – handouts and web pages. (Textbooks, tests, grades and projects)

6. IS 4506 Homepage will have latest information – subject to many changes.

7. Get a general idea of programming, network, server, DBMS and web experience. 

8. Idea is for students to develop tacit knowledge. Will use 2 and 3 tier architecture examples and labs to build tacit knowledge. Will use Web architecture as center core.

9. Slides show components of IIS 4.0 and IIS 5.0

10. IIS 4.0 ( IIS 5.0 ( II 6.0

11. Define a Server - Provider of services (Examples)

12. Define a Client - Consumer of services (Examples)

13. Can we have both on one machine?

14. Two-tier Client/Server - simple 

15. Three-tier client server - browser/web server/database server.

16. Can we have a three-tier C/S system on one machine?

17. Chapter 1 for intro.

18. IIS can be installed on different Windows Operating systems. 

19. PWS on Win 98/NT/2000 workstation is a great little free product to publish your own info. Everyone in the company can have their own web site. Of course they can also use your server with special permissions for their subdirectory.

20. Security is a major issue that we will discuss frequently.

21. Chapter 4, pages 134-137, is a review of NTFS security. The remaining parts of Chapter 4 will be discussed later.

22. Discuss four security areas:

a. User accounts

b. Groups

c. Share Permissions - applies to network connections, not local users

d. NTFS File & directory permissions

23. Users of web browser log on using the IUSR_computername anonymous login account that is automatically created when you install IIS.

24. The accounts: IS4506, & zolla have administrator rights. The guest account is disabled. 

25. We will add a new user with administrator rights and change IS4506 to a user account. 

26. There is a way to remove last ID from the login screen via the registry. 

27. Create a new ID for yourself and give yourself administrator’s rights.

28. Because IIS on server only all user accounts will be local user accounts.

29. Guest local group should be disabled on dedicated servers.

30. By assigning permissions to the IUSR account you can restrict access to info

31. Network security - Firewalls 

a) Physical gap Security - the best

b) Internet server on the outside of the firewall. Physically have it connected to Internet between phone line and Firewall machine.

c) Filtered Internet Connection - Firewall filters TCP/IP traffic based on port #

d) Proxy Server - Actual machine that requests html pages

e) File Permissions - least secure

32. Internet users are logged on locally so shared permissions do not affect them. Do not use shared permissions use file-level permissions

33. NTFS file system permissions.

34. No way to use share security to restrict access 

35. Tables for file and directory permissions on pages 134-135.

36. Set up most Internet directories with read-only permission for all Internet accounts.

37. Default permissions setting for newly formatted an NTFS partition is Full Control to Everyone.

38. In lab we will discuss changing permissions for "Everyone" on the C: drive. 

39. Have students input data into my database via web page.

40. Have students enter their biography though IS 4506 Forum.

